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Who are we?

The Autorité des Marchés Financiers (AMF) du Québec is the regulator for  the 
following areas:

▪ Insurance
▪ Securities
▪ Deposit institutions (banks and credit unions),
▪ Derivative instruments
▪ Financial products
▪ Exchanges (ex: stock market)
▪ Cryptocurrencies

Among its missions in the DeFi field:
▪ Cyber-Investigations
▪ Monitoring crypto markets



DeFi tracing

Cyber-Investigations
In many investigations, the Authority must analyze transactions between wallets in order to:

▪ Determine the amount of fraud

▪ Identify the stakeholders

▪ Highlight the mechanisms of manipulation

• Transactions

• Addresses

• Pools

• Smart contract codes

Data analyzed are



DeFi tracing

What are the questions we try to answer:
Who are the most profitable wallets?

How were they profitable?

Who own the liquidities?

It is correlated with the rest of the market?

Track assets until we can match them with other intelligence 

We need to analyze and process a large amount 
of transactions

Need



About Blockchain
Transparency

The chronological recording of transactions allows users to track the chain of ownership of assets recorded in 
the database.

Blockchain networks are an “open book”, generally providing each node with a complete copy of the network’s 
database.

Traceability

The distributed nature of blockchain databases means that information is permanently registered and resistant to 
tampering.

Immutability
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Transparency

The chronological recording of transactions allows users to track the chain of ownership of assets recorded in 
the database.

Blockchain networks are an “open book”, generally providing each node with a complete copy of the network’s 
database.

Traceability

The distributed nature of blockchain databases means that information is permanently registered and resistant to 
tampering.

Immutability

The blockchain is in permanent evolution. Its technology is getting more and more complexes to improve 
scalability and flexibility of its ecosystem.

Complexity



Main objective

Develop a machine learning model capable of tracing transactions

Model inputs
  Data extracted from the blockchain

Model outputs
  Amounts, tokens exchanged, fees and values.

Key Success Factor: A key factor for success in this mission is the reliability of the tracing. A tracing reliability 
score could therefore represent a very important added value.



Secondary objective

Improve  dataset generation to improve process robustness 

Possible avenues
  Use smart contracts
  Generate synthetic data

Key Success Factor: create a method that is scalable and can evolve with technology evolution 
and code updates.



DeFi transactions
Different types of interactions

• Transfers
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DeFi transactions
Different types of interactions

• Transfers

• Swaps

• Liquidity providing

But reality is more complex



In practice: smart contracts

Token

• Different type ERC 20, 1155 

• 3 basic parameters

• 6 basic functions:

Daw data that has been 
organized by category

Raw data that has been 
organized for a purpose

Pool

• Provides liquidity to DEX

• Allows to swap tokens

• Uses AMM to set price

• Reward liquidity providers

Router

• Find best path for the transaction

• Convert non ERC20 tokens to 
ERC20 tokens



Examples of swap transactions
Sources: https://basescan.org/



Three in one: a simple one
1. Main transaction

0,02845 ETH sent to router

Sources: https://basescan.org/



1. Main transaction
          0,02845 ETH sent to router

2. Internal transaction
         ETH converted to WETH (ERC20 token)

Three in one: a simple one
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1. Main transaction
          0,02845 ETH sent to router

2. Internal transaction
         ETH converted to WETH (ERC20 token)

3. ERC transactions:
         0,02845 WETH swap for 1 551,74 BRETT

Three in one: a simple one
Sources: https://basescan.org/



Medium spicy
1. Main transaction
          nothing

2. Internal transaction
         nothing

3. ERC transactions:

Sources: https://basescan.org/



A complex case 1. Main transaction
          nothing

2. Internal transaction
         nothing

3. ERC transactions:

Sources: https://basescan.org/



The exotic one
Sources: https://basescan.org/



Our approach
Transaction extraction steps:

• Extract Main, Internal and ERC transactions for each transactions

• Trace each transaction using our algorithm (95% of the transactions can be traced)

0

0

0

0

0

ETH/BRETT

Still have a large number of bad tracing



Our approach
Transaction extraction steps:

• Extract Main, Internal and ERC transactions for each transactions

• Trace each transaction using our algorithm (95% of the transactions can be traced)

• Data cleaning process to find theorical conversion rate

0
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0

ETH/BRETT Rate nettoyé



Our approach
Transaction extraction steps:

• Extract Main, Internal and ERC transactions for each transactions

• Trace each transaction using our algorithm (95% of the transactions can be traced)

• Extrapolate predicted rate and look for close ETH value in ERC transfers

• If found (5% variability is accepted), we replace value and complete  
tracing process



Finally
Pros
▪ Ability to reconstruct 99% of transactions
▪ Fast process if the transaction is simple
▪ Can be used to generate training datasets
▪ Independent from smart function code

Cons
▪ Slow process for complex transaction tracing
▪ Incomplete data



Finally
Pros
▪ Ability to reconstruct 99% of transactions
▪ Fast process if the transaction is simple
▪ Can be used to generate training datasets
▪ Independent from smart function code

Cons
▪ Slow process for complex transaction tracing
▪ Incomplete data

Objectives
1 – Use machine learning to increase speed and reliability
2 – Create a robust workflow to new dataset and adapt to futur updates and new technologies



Thank you

Questions?


